Payments Portal

Getting Started Guide

Public
Doc no: PR-PUB-0025 Version 2.0

January 4, 2019




Copyright notice

Copyright © 2019 Total System Services, Inc. All rights reserved worldwide.

The information contained within this document is confidential and proprietary to TSYS and is distributed to TSYS
clients and team members for their exclusive use. It may not be reproduced in any form without prior written
permission from TSYS, One TSYS Way, Columbus, GA 31901-4222.

Total System Services, Inc.”and TSYS' are federally registered trademarks of Total System Services, Inc. in the U.S. and
in other countries. All other products and company names are trademarks or registered trademarks of their respective
companies.



Contents

1. INtroduCtion ....ceuceeeiieiinecieirniirnnieecrecssestsesssssesssessscssssssessssssssssssssssssssssssasssnns 1
1.1 Whatis the Payments POrtal?........coceiiinieiiiniienicecstceie et s sne st e ne e 1
12 U SO By P ettt ettt ettt e e e sttt te s e st te e e e e et te s e s nr e ae e sennenraens 2
1.3 User guides for the Payments Portal.........cceouevevieieieneenieieecieiesecieie e 2
2. The Payments Portal .....ccccccieiiiieininecncnecniiecncecscecscecsecessecsssecsssecassecsssecsssecass3d
2.1 Activating your USEr @CCOUNT......uiiiiiiieie ettt ettt ettt saee s et e eaee 3
2.2 Signing in to the Payments POrtal.....c.cccoivviervrnienieenienecieiece e e 4
2.3 Changing YOUTr PASSWOIM ......ccueriirerieniiriieniestestese et st ees e eie et eaeeatessesasestesunesaenns 4
2.4 ResSetting YOUTr PASSWOIM ......coueiiirieieniieieeiie ettt st sees e e e e et e seeae e e ennens 5
2.5 FOrgotten your USEr NAME .....ccivvuiiiiiiiiiiiiiiiiiiitic et srae s saae e 5
2.6 Signing out of the Payments Portal ........cccovevevieviiniiecienecececececee e 6
2.7 Contacting our Customer SUPPOIrt TEAM.....coveeuiervierieeirnree et es e eie s 7
2.8 Layout of the Payments Portal.........ocueieeeiiiiiciiececie ettt r e s 8
3. The OVErVIEW Page .ccccuiteiieiieciecrecreniescestesressessessssssssessesssssssssssssssssssssssssssssnsses 9
3.1Viewing the SaleS OVEIVIEW .....cccueeeeuerieiieeiene ettt sttt esees st e es e essesaeeaesnsens 10
3.2 Viewing the ACHIVIty OVEIVIEW .....c.ccocueeiiieniinieniieseeeetest ettt et e et esesaeevesaeens 11
3.3 Downloading a transaction SUMMAIY.......ccceeeeierinieniere ettt e et e eaeens 11
4, Searching for a transaction ......ccccccveiiiirniirecincnncrecincincreccsectscsescsecsscsecsesesl3d
4.1 The HiSTOIY PAZE eevvveeiriiiriieeisteet ettt e e eeesaeeates e satesaesaaeseaessestaessessasssassasssensens 13
4. 1.1 TrANSACLION TYPES vttt ettt ettt sttt e sessa e 14
4.1.2 TranSaction INfOrMQAEION.........ccveveerveeeieierieieieieesieesisiesteiessstessissstssessesessssenees 14
4.2 Searching for @ tranSaACtioN ....cccvcvireririere ettt st s 15
4.3 Viewing your SEArCh reSUILS .....covviruieriieieeee ettt sttt 16
4.3.1 Grouping or ungrouping your traNSACIONS...........ccecueeverververserseneneneeeeeeeeennes 16
4.3.2 Downloading your trANSACIONS..........cceeeveeveiveeieesieieiesiesieessesiessessessssssesssseennns 16
4.3.3 0pening the detQiled VIEW ...........c..ccueeeueeveeieieiesiesiecieescesesieesesiesiesssssesses e 17
5. RUNNING @ transaction...cccccciuiieiinciniieiinciacieciaciecisctsstsstaccsscssssssssssscssssssssssssnsses 19
5.1 The Virtual Terminal .cocueeienerieeceeie ettt ettt s e s 19
5.2 Considerations for Mail Order or Telephone Order merchants.........cccceceeeeuenenee 20
5.3 RUNNING A CANd SAlE.c.ueiiiieieeee et 21
5.4 EMailiNg @ rECRIPT...ciiiiiieieect ettt sttt sttt es it saaesabessba e sese e esraens 22
5.4.1 Emailing a receipt after running @ card SQlE...........ocuevecvvceeeevecireeeieerrerenn, 22
5.4.2 Emailing a receipt from the HiStory PAGE.........ccuveeveeeoveesreveivsesieisisesienennns 23
5.5 Printing @ rECEIPT....eiiiieie ettt sttt st e sr e et e s enee 24
5.5.1 Printing a receipt after running a card SQle .............oeeevvcvevevseeeisessiernrnnnn, 24

5.5.2 Printing a receipt from the HiStOry PAGE ........ccveeveeeveevvrieeeisisieesesesieeenes 25



5.6 VOIdING @ tranSaCtioN ....cccueeuerueiiereiieniirie ettt ettt ettt et et et ebesaeenbesaeens 25

5.6.1 Void immediately after running @ card SQLE ...........ooueeceeeeceeeeeeecieesisiecieinennns 26

5.6.2 Void a transaction from the HiStOry PAGE............cecueeeveeveivseevesieiesieiiesiesessesnennns 26

5.7 REfUNAING @ SALO ..ttt st sse e eabens 27
5.7.1V0IdING Q FOFUNG ...ttt ettt et st ss e ssns 28

5.8 Running a pre-authorization ... 29
5.8.1 Finalizing @ pre-QUtROFIZATION..........ccoeueeevieirieeeieeeieesteesie et 30

5.9 RUNNING @ fOrCeA SAlE...uiiueiiieiee et s e seans 31
5.9.1 Running a forced sale from the Virtual Termingl.............ccccecveevvvveeevecvennrene. 31

6. BatChing ..ccccouiiiuiinirniinniniinninneniacirennsecracisescsesssssesssessscssssssssssssssssssssssssssssssss 33
6.1 Viewing your batCh hiStOry ......couivieiiniinie e e 33

6.2 ClOSING YOUT DALCH ettt ettt s e s 34
7.User Management ......ccccieieieieierererioienncetereresesessssasesesesesessssssasasesesesessssssasasnnes 35
T L USEE TYPOS ceeuiiieeiiiieeeeecttteeeeteee sttt s seart e s st teesraeessbaeee s sataeassunseassnsaessessnnaensnnsaeanan 35
7.2 Adding @ NEW USEr @CCOUNT....ccocitirieiitirieniecitenttesetestee st ee et essaesseesseessaesanessaesaes 35

7.3 Deactivating @ USEr @CCOUNT ..ccuuiiiiiiieieeie ettt et srte s et seae s e n e e 36
7.4 ACtivating @ USEr aCCOUNT ....ccviiiiiiiriiiiettrt ettt e s s 36

7.5 Resetting @ USer'sS PASSWOId .......covuevuieienienieninieneet et eie e eie st st stesaaesaens 36
7.6 UNLOCKING @ USEr @CCOUNT ...ttt ettt et e saesasesaens 37
T.7TEitiNg @ USEr @CCOUNT ..cueeiiiieeiete ettt ettt et et st st satesbesraesrene 37
7.8 Deleting USEr aCCOUNTS .....coiiieriireciiecteette ettt ettt et e e e e saeeasesanns 38

8o Glossary ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo000000000000000000000039



1. Introduction

1.1 What is the Payments Portal?

The Payments Portalis an online tool that you can use to enter and manage transactions on your computer. Itincludes
the following features:

+ Credit and debit card sales

+ Gift card sales, activation, adding value, and balance inquiry
+ Online account management

+ Recurring billing

« Historic search for transactions and batches

+ Batch processing

+ Multiple user accounts and permissions

_l

I Note: Depending on whether you use the Payments Portal with an integrated Point of Sale (POS) or if you
use the Virtual Terminal to process transactions, the Payments Portal displays different functions and
options.
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1.2 User types

The Payments Portal has four different user types that you can assign to your employees' accounts:

+ Administrative user: Performs all functions including creating and managing other users. This user is typically
the business owner or manager.

+ Power user: Performs card sales, pre-authorizations, voids, refunds, and views reports. This user is typically the
sales supervisor.

+ Terminal user: Performs card sales, pre-authorizations, refunds, and views reports. This user is typically the
sales assistant.

+ Reporting user: Views reports but cannot perform any transactions.

1.3 User guides for the Payments Portal

This guide describes how to:
+ Signin and navigate the Payments Portal
» View your sales overview and activity overview
+ Rundebit, credit, and gift card transactions on the Virtual Terminal
+ Close and view your batches

For more information on the additional functions of the Payments Portal, refer to the Merchant Reference Guide. It
describes how to:

+ Set up recurring billing for customers

+ Run batch uploads

+ Receive daily reports about transaction activity

+ Manage user accounts for multiple personnel

+ View transaction activity for multiple merchant locations

+ Add areturn or refund policy to store receipts

2 Introduction



2. The Payments Portal

2.1 Activating your user account

You must activate your user account before you can sign in. To activate your account:

1

> wn

N o o

Open the Account Activation email. If you do not receive an email, you should contact our Customer Support
Team at (1) (855) 276-5759.
Click the Activate your Account link.
Read the Terms of Use Agreement, then click Accept Agreement.
In the New Password field, type your chosen password.
- Your password must have between 8 and 20 characters, including at least one number, a mixture of upper
and lower-case letters, and it must not match your user name. You must change your password every 90
days, and you cannot use the same password more than once.

In the Confirm Password field, re-type your chosen password.
Click Activate Account.
Click Proceed to Sign-In Page.
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2.2 Signing in to the Payments Portal

You can sign in to the Payments Portal using any device that has an Internet connection and a web browser, for
example, a PC, laptop, tablet, or smart phone. Tosign in:

Open your web browser.

In the address bar, type https://tsys.accessaccountdetails.com/.

Press Return.

Type your Username that we have provided, or your administrator has provided.
Type your Password.

Click SignIn.

o hc W

2.3 Changing your password

U

Note: Your password must have between 8 and 20 characters, including at least one number, a mixture of
upper and lower-case letters, and it must not match your user name. You must change your password
every 90 days, and you cannot use the same password more than once.

To change your password:

1. From the top-right of the Payments Portal, click your user name.
2. From the drop-down menu, click Change Password.

Overview Virtual Terminal History Batches Recurring Billing Account~ Jane Smith+
—

i B i saLes ¢ Contact Us
Today's Sales ¥

FIND REFERENCE NUMBER I'C.UL SALES TOTAL REFUNDS MET SALES

Scheduled Emails

$56.00 $0.00 $56.00 Change Password
¢n nn ¢n nn n

Figure 1. Change password

3. Typeyour Current Password.

4. Typeyour New Password.

5.  Inthe Confirm Password field, re-type your new password.
6. Click Change Password.

I Note: When you click Change Password, the Payments Portal redirects you to the sign in page to sign in
using your new password. This is to help protect your account's security.
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2.4 Resetting your password

If you have forgotten your password, you can reset it on the sign-in page. To reset your password:

1. Openyourweb browser.

2. Inthe address bar, type https://tsys.accessaccountdetails.com/.
3. PressReturn.
4

Click Forgot your username/password?

Forgot your username/password?

Figure 2. Forgot your username/password

5. Inthe User Name field, type the user name connected to your account.
6. Click Reset Password.

2.5 Forgotten your user name

If you have forgotten your user name, we can email your user name to you. To do this:

1. Open your web browser.

2. Inthe address bar, type https://tsys.accessaccountdetails.com/.
3. PressReturn.
4

Click Forgot your username/password?

Forgot your username/password?

Figure 3. Forgot your username/password
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5. Click Can't remember your user name?

Reset Password

Please enter the user name associated with your account. An email containing a
link will be sent to the email address on file.

psel Name

I Can't remember your user name? I

Return to the Sign-In Page

Figure 4. Can’t remember your user name

6. Inthe Email Addressfield, type the email address connected to your account.
7. Click Recover Account.

2.6 Signing out of the Payments Portal

Important: The Payments Portal does not automatically save your progress. You should complete your
current task before signing out. For security reasons, the Payments Portal automatically ends your current

session after 15 minutes of inactivity.

To manually sign out:

1. From the top-right of the Payments Portal, click your user name.
2. From the drop-down menu, click Sign Out.

Overview Virtual Terminal History Recurring Billing Account= Help=
M DOWNLOAD oy sates ¢ ContactUs
Today's Sales *
Scheduled Emails
FIND REFERENCE NUMBER ] roTaL saLes | ToTAL REFUNDS NET SALES
$O OO $O OO $O OO Change Password
: GIFT CARD ACTIVATIONS GIFT CARD VALUE ADDED LoVALTY pOINTS ADDER >3 Ot
New Credit Card Sale

New Pre-Authorization

Figure 5. Sign out

Jane Smith~
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2.7 Contacting our Customer Support Team

You can contact our Customer Support Team using the Payments Portal. We respond by phone or email. To contact us:

1. Fromthe top right of the Payments Portal, click your user name.
2. From the drop down menu, click Contact Us.

Overview Virtual Terminal History Batches Recurring Billing Account= Jane Smith~
Ky o saLEs Contact Us
Today's Sales ¥
Scheduled Emails

| ToTAL sALEs TOTAL REFUNDS NET SALES

$56.00 $0.00 $56.00 henae passerd
GIFT CARD ACTIVATIONS GIFT CARD VALUE ADDED LOYALTY POINTS ADDEE. o197 OUT

¢tNn Nn [ da¥ala! a]

Figure 6. Contact us

3. Enteryour question:
a. From the Topic drop down menu, select the topic that best describes your issue. The topic you select helps us
to respond more effectively.
b. Inthe Message field, describe your issue. You can write up to 2000 words.
4. Confirm your Contact Information is correct:
a. FirstName
b. LastName
c. Email Address
d. (Optional) Phone Number
5. Usethe option buttons to select your Preferred Contact Method.
6. Click Send Email.
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2.8 Layout of the Payments Portal

When you sign in to the Payments Portal, you see a toolbar, a side menu, and your user name.

Toolbar User name
| |
Side menu | owniew Vit Terminal  istory  Batches  RecuringBilng  Accounts  Helpr
]
Todaye ales . 5] o1 SALES OVERVIEW
- T - !
$0.00 $0.00 $0.00 $0.00
$0.00 $0.00 0
Card Type Sales Refunds Net Sales Pre-Authorizations
There are no transactions for the selected time period.
Total: $0.45
A i Sal ! |
|

Scheduled Security
Maintenance

Mor02 Mar03 Mor04 Mar0S Mar-06 Mer07 Mar08

Figure 7. Payments Portal
You can access the following Payments Portal pages from the toolbar:
+ Overview: View information on total sales and activity over the past six months.
+ Virtual Terminal: Run credit, debit, and gift card transactions.
« History: View information on closed, current, and intermediate batches.
« Recurring Billing: Set up and manage recurring billing.

+ Account: Set up and manage user accounts, and your merchant settings. You can also access the Statements
and Reporting tool, and the PCI Compliance tool.

« Help: Access the Help Center, and the Payments Portal Help and FAQ section.

I Note: Depending on your user type, you may not have access to some pages. For example, a reporting
user does not have access to the Virtual Terminal.
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3. The Overview Page

You can use the Overview page to:

+ View a summary of your total sales

« View your transaction activity

« View a summary of the current open batch

« Search for a transaction by reference number

« Download a summary of your transactionsin a.CSV format

Payments Portal Getting Started Guide 9



3.1Viewing the Sales Overview

10

To view the Sales Overview:

1. Onthetoolbar, click Overview.
2. Click Sales Overview.
3. Toselect aspecific time range, use the Period drop-down.
Period

Search by
reference

Close
Current
batch

Shortcuts =

Total: $0.45

Close Current Batch

Sales Overview

5] oli SALES OVERVIEW

ane S

7] I

Feb03 Feb11 Feb1 Feb15 Feb17 Feb13 Feb21

] ToTAL REFUNDS NET SALES | TOTAL PRE-AUTHORIZATIONS
$12.21 $230.98 $6.30 —Total sales
A VAL A S for selected
$0.00 0 period
$24319 $12.21 $230.98 $6.30 _Sales by
card type
- §$120- [ for

0] = seleceted
o] period
-l

— Sales from
the past six
months

Figure 8. Sales Overview

The Overview Page



3.2 Viewing the Activity Overview

To view the

1. Onthetoolbar, click Overview.

Activity Overview:

2. Click Activity Overview.
3. Toselect aspecific time range, use the Period drop-down.

Search by
reference

Close
Current
batch

Shortcuts =—

Period

g Biling  Account  Help~

Activity Overview

LUE ADDE

A ACTIVITY OVERVIEW
L PRE-AUTHORIZATION:
NT

Total

— activity for
selected
period

Refunds

12 1 1

Activity by
[ card type

for

-
] |I

Feb-03 Feb-11 Feb-13  Feb-15 Feb-17  Feb13  Feb2l

seleceted
period

Activity
= from the

past six

months

Figure 9. Activity Overview

3.3 Downloading a transaction summary

To download a summary of your sales and activity in .CSV format:

1. Onthetoolbar, click Overview.

2. Toselect a specific time range, use the Period drop-down.
3. Click Download. Depending on your browser, you may need to complete additional actions.

Payments Portal Getting Started Guide
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4. Searching for a transaction

The History page displays all your transactions. To search for a transaction, you can use the:
+ Period drop-down menu - to filter transactions using a time range.

« Find tool - to filter transactions using specific criteria, such as the invoice number.

4.1 The History page

Period
I Overview tual Terminal ~ Hist Batche: Recurring Billing  Account Help~ ane Smith~
7] 7] £ GROUP i
Last 14 days $ N Find
Sale Adjustment Billing n Pre-Authorization Add Value E Points Added m Inquiry Refunded Voided Referral
_Key for the
Declined Check Verified .
transaction
type
Date ¥ Reference Invoice Card Number Approval Entry Mode Amount
996441890 00011 ****0026 (Visa) 0K9999 Manual $6.30
ﬂ 996403212 00011 ****0026 (Visa) 0K9999 Manual $6.30
2/19/2018 10:58 AM 996375200 ****0026 (Visa) 0OK9999 Manual $5.00 —TransaCtlon
information
'S, 2/19/2018 10:53 AM 996371142 00007 ****0026 (Visa) 0K9999 Manual $12.21
2/19/2018 9:14 AM 996322099 00010 ****0026 (Visa) 0OK9999 Manual $10.90
2/19/2018 9:14 AM 996321872 00009 ****0026 (Visa) 0K9999 Manual $4.20

Figure 10. History page
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4.1.1 Transaction types

You can run several different types of transaction on the Payments Portal, including:

Sale: A credit, debit, or gift card transaction.

Adjustment: A transaction with a tip adjustment.

Billing: A transaction from a recurring billing contract.
Pre-Authorization: A temporary hold on funds in the customer's account.
Add Value: A transaction that adds value to a gift card.

Points Added: A transaction that adds points to a loyalty card.

Inquiry: A balance inquiry on a gift or a loyalty card.

Refunded: A repayment of the transaction value to the customer.

Voided: A cancellation of an unsettled transaction.

Referral: A transaction that requires a voice authorization from the card issuer.
Declined: A transaction that has been declined.

Check verified: A check that has passed authorization and does not need to undergo Electronic Check
Conversion. You should deposit these checks in your bank.

4.1.2 Transaction information

The History page shows simplified transaction information, including:

Date: The date of the transaction.
Reference: The transaction's reference number.
Invoice: The invoice reference that you created at the time of the transaction.

Card Number: The customer's card number. The Payments Portal displays only the last four digits of the card
number to protect the customer's card information.

Approval: The approval reference for the transaction.
Entry Mode: The method you used to run the transaction.

Amount: The value of the transaction.

Searching for a transaction



4.2 Searching for a transaction

You can use the Find tool to narrow your search results using multiple search options.

_l
I Note: If you do not have the customer's full card number, you can search for the last four numbers on
their card. You can find the last four numbers of the customer's card on the customer's receipt.

To search for a transaction:

1. Onthetoolbar, click History.
2. Click Find.
3. Typethe Reference Number, or enter one or more of the following;

- TimeRange

- Transaction Type

- Payment Type

- NameOn Card

- Card Number

- Invoice Number

- Purchase Order

- CustomerID

- Amount

- Batch Number

- Authorization Code

- Merchant User Name
- Register

- Transaction Result

- Checking Account Number
- Nameon Check

- Check Status

- Check Type

- Check Funding Status

4. (Optional) To display only transactions that were processed using Store and Forward, select Only Show Stored
Transactions.
5. Click Find Transactions.

Payments Portal Getting Started Guide
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4.3 Viewing your search results

When you are viewing the search results, you can:

« Group or ungroup your results - group any related transactions, for example, a pre authorization with its
completed sale.

+ Download your results in .CSV format - you can download your search results.

+ Open a detailed view of a transaction - you can view more information about the transaction.
4.3.1 Grouping or ungrouping your transactions
To group or ungroup your search results:

+ Click GROUP and UNGROUP.

X & DOWNLOAL & DOWNLOAD LINE ITEMS = GROUP = UNGROUP Q, FIND
Today's Transactions ¥
Sale Adjustment Billing n Pre-Authorization B Add Value E Paoints Added E Inguiry [$ ] Refunded Voided Referral
Declined Check Verified
Date W Reference Invoice Card Number Approval Entry Mode Amount
3/15/2018 9:58 AM 1021659854 0001 00286 (Visa) OK9999 Manual $10.00

Figure 11. Group and ungroup
4.3.2 Downloading your transactions

You can download all your search results, or you can download only transactions that include more than one item.
They download in .CSV format.

To download all your search results:

+ Click DOWNLOAD.

X B DOWNLOAD B DOWNLOAD LINE ITEMS = GROUP = UNGROUP Q, FIND
Today's Transactions ¥
Sale Adjustment Billing n Pre-Authorization ﬂ Add Value E Paoints Added E Inguiry E3 Refunded Voided Referral
Declined Check Verified
Date W Reference Invoice Card Number Approval Entry Mode Amount
3/15/2018 9:58 AM 1021659854 0001 0026 (Visa) OK9999 Manual $10.00

Figure 12. Download search results
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To download transaction results that include more than one item:

+ Click DOWNLOAD LINE ITEMS.

X B DOWNLOAD B DOWNLOAD LINE ITEMS = GROUP = UNGROUP 2, FIND
Today's Transactions ¥
Sale Adjustment Billing n Pre-Authorization B Add Value ﬂ Points Added m Inguiry E3 Refunded Voided Referral
Declined Check Verified

Date W Reference Invoice Card Number Approval Entry Mode

3/15/2018 9:58 AM 1021659854 0001 0026 (Visa) OK9999 Manual $10.00

Figure 13. Download a transaction
4.3.3 Opening the detailed view

The History page displays transactions in a simplified view. The simplified view includes the following information:
« Typeoftransaction
« Date of the transaction
« Reference number
« Invoice number
« Card number

« Authorization code (if applicable)

+ Entry mode
* Amount
Sale Adjustment Billing n Pre-Authorization ﬁﬂdd\f’alua E Points Added m Inquiry S | Refunded Voided Referral

Declined Check Verified

Reference Invoice Card Number Approval Entry Mode

3/15/2018 %58 AM 10216598534 0001 0026 (Visa) OK9999 Manual £10.00

Figure 14. Example of a simplified view
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If you click on any transaction, you open the detailed view. The detailed view includes more information than the
simplified view, such as:

« User who performed the transaction
« Batch number

» Nameonthe card

« Cardholder address

Date ¥ Reference Invoice Card Number Approval Entry Mode Amount
3/15/2018 9:58 AM 1021659854 0001 #4026 (Visa) OK9999 Manual £10.00 a
Sale
Reference Number 1021659854
Transaction Information
DBA MW Retail Omaha ’
Details
User JaneSmith

Authorization Code 0K9999
Batch 0

Result Approved

Order Information

Invoice Number 0001

Total Amount 10.00 Authorization Amount  10.00

Card Information

Card Number . %0026 (Visa)

Entry Mode Manual

Figure 15. Example of a detailed view
In the detailed view, you can use the option buttons to run additional functions, such as:
« Void orrefund
« Vliew transaction receipt

« View transaction details

Searching for a transaction



5. Running a transaction

5.1 The Virtual Terminal

You use the Virtual Terminal to run transactions without a Point of Sale (POS).

verview  Virtual Terminal  History  Recurring Billing ~ Accounts  Helps

Credit Card Sale

ordanne Moreland

search by FIND REFERENCE NUMBER
Card Information
reference
number CREDIT CARD OPTIONS Card Number a " Reguiree
Credit Card Sale )
Expiration Date Month v Year v Re

Pre-Authorization

shOl’tCuts — Forced Sale

Manual Refund

cw

Commercial Card

Name on Card

Batch Upload

GIFT CARD OPTIONS Street Address

Gift Card Sale

Postal Code

Add Value

Activate Card

Balance Inquiry Order Information
Customer ID

- Entry
fields

Figure 16. The Virtual Terminal

Payments Portal Getting Started Guide
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The following fields are available in the Virtual Terminal:

Card number: Credit or debit card number on the front of the customer's card.

Expiration Date: Month and year that the card expires, and after which the customer can no longer use the card
for transactions.

CVV: A three-digit code on the signature strip of a credit or debit card. Also known as a CVC or a CW2.
Commercial Card: Credit card connected to a business or organization. Also known as a corporate card.
Name on Card: The customer's name on their credit or debit card.

Street Address: The customer's street address connected to their credit or debit card.

Postal Code: The customer's postal code (zip code) connected to their credit or debit card.

Customer ID: Customer reference number that you create at the time of the transaction.

Invoice Number: Invoice reference number you create at the time of the transaction.

Subtotal Amount: Value of item or service before tax is added.

Tax Amount: Value added to item or service cost, based on state tax requirements.

Tip Amount: Value of tip that the customer adds.

Convenience Fee: Value you add when the customer is using an alternative payment method that you do not
accept as standard.

Notes: Notes relating to the transaction for future reference.

Duplicate transactions: Allows you to process the same transaction for the same card more than once during a
24-hour period.

Note:

« The Virtual Terminal has fields that are marked as required or suggested. You must complete any
required fields to run a transaction. If possible, you should also complete the suggested fields to help the
transaction qualify at the lowest transaction fee.

«If you are a Virtual Terminal user and do not have an integrated POS, the Payments Portal does not
display the Tip Amount and Convenience Feefields.

5.2 Considerations for Mail Order or Telephone Order merchants

When you sell goods or services, using mail order or telephone order you must run a pre authorization and finalize the
sale only when you ship the goods to the customer.
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5.3 Running a card sale

You can use the Virtual Terminal to run a credit or debit card sale.

Torunacard sale:

1. Onthetoolbar, click Virtual Terminal.
2. Enterthe Card Information:

o

~poooT

Type the Card Number.

Use the month and year drop down menus to select the Expiration Date.
Typethe CWV.

(Optional) Type the Name on the Card.

Type the Street Address.

Type the Postal Code.

3. Typethe Order Information:

a
b
c
d.
e.
f.
g
h

>

(Optional) Customer ID.

Invoice Number.

(Optional) Customer's Email.

Subtotal Amount.

(Optional) Tax Amount.

(Optional) Tip Amount.

(Optional) Convenience Fee.

(Optional) Notes relating to the sale for future reference.

(Optional) To allow the same transaction to occur for the same card more than once in a 24-hour period, select the

Allow Duplicate Transactions check box.

o

Click Submit Payment. The Payments Portal displays either a decline, or an approval screen:

- Decline - Payments Portal may display a reason such as "Decline; Invalid CW." You can retry the card or ask
your customer to use different payment method.

- Approval- The approval screen includes a summary of the transaction. On the approval screen, you can:
- Email or Print Receipt
- Startanewsale
- Void the sale
- Change the Tip Amount

Note: If you are a Virtual Terminal user and do not have an integrated POS, the Payments Portal does
not display the Tip Amount and Convenience Feefields.
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5.4 Emailing a receipt
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You can email a sales receipt directly after running a card sale from the sale approval screen. You can also email receipts

for past transactions using the History page.

5.4.1 Emailing a receipt after running a card sale

1. Runacardsale.
2. Click Email or Print Receipt.

Approved

Transaction Date 3/16/2018 6:39 AM
Authorization Code OK9999
Reference Number 1022794245

Order Information

Customer ID 784
Invoice Number 5646
Total Amount §10.00
Authorization Amount $10.00

Card Information

Name on Card J OREILLY
Card Number e (1026
Expiration Date 12/2018

Figure 17. Email or print receipt

3. Inthe Email Addressfield, type the recipient's email address.
4. Click Email Receipt. The Payments Portal confirms it has sent the receipt to the customer.

Running a transaction



5.4.2 Emailing a receipt from the History page

1. Onthetoolbar, click History.

2. Search for the transaction of the receipt you want to email. For more information, refer to “Searching for a
transaction” on page 15.

3. Clickthe transaction to display the detailed view.

4. Click Receipt to display the sale receipt.

Sale

Reference Number 1022794245
pate 31672018639
Transaction Information

DBA MW Retail Omaha “
User JaneSmith

Authorization Code OK9999
Batch 0
Result Approved

Figure 18. Email a receipt from the History page

5. Inthe Email Addressfield, type the recipient's email address.
6. Click Email Receipt. The Payments Portal confirms it has sent the receipt to the customer.

Payments Portal Getting Started Guide
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5.5 Printing a receipt

You can print a sales receipt directly after running a card sale from the sale approval screen. You can also print receipts
for past transactions using the History page.
5.5.1 Printing a receipt after running a card sale

1. Runacardsale.
2. Click Email or Print Receipt.

Approved

Transaction Date 3/16/2018 6:39 AM
Authorization Code OK9999
Reference Number 1022794245

Order Information

Customer ID 784
Invoice Number 5646
Total Amount §10.00
Authorization Amount $10.00

Card Information

Name on Card J OREILLY
Card Number e (1026
Expiration Date 12/2018

Figure 19. Email or print receipt

3. Click Print Receipt. Depending on your browser, you may need to complete additional actions.
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5.5.2 Printing a receipt from the History page

1. Onthetoolbar, click History.

2. Search for the transaction of the receipt you want to email. For more information, refer to “Searching for a
transaction” on page 15.

3. Clickthe transaction to display the detailed view.
4. Click Receipt to display the sale receipt.

Sale
Reference Number 1022794245 Change Tip Amount
Date 3/16/2018 6:39 AM Void Sale

Repeat Sale
Transaction Information

DBA MW Retail Omaha
User JaneSmith
Authorization Code OK9999

Batch

Result Approved

Figure 20. Email a receipt from the History page

5. Click Print Receipt. Depending on your browser, you may need to complete additional actions.

5.6 Voiding a transaction

Avoid cancels an unsettled transaction. You can void only transactions that are part of an open batch. When you close
the current batch, any voided transactions are not transferred to your account from the customer's account.

Note: If you do not have an option to void a sale on the Payments Portal, the sale is part of a closed
batch and you must perform a refund.

You can void a transaction immediately after running the sale on the Virtual Terminal, or by using the History page.
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5.6.1 Void immediately after running a card sale
1. Click Void Sale.

Approved

Transaction Date 3/16/2018 3:57 AM
Authorization Code QK9%99
Reference Number 1022845013

Order Information

Customer 1D 844

Invoice Number 4156
Total Amount §5.00
Authorization Amount $5.00

Card Information

Name on Card F Yates
Card Number AnEEERRRRERR() 6
Expiration Date 12/2018

Email or Print Receipt

New Sale Void Sale Change Tip Amount

Figure 21. Inmediate void
2. Click Void Sale. The Payments Portal confirms the void was successful.

5.6.2 Void a transaction from the History page
1. Onthetoolbar, click History.

2. Search for the transaction you want to void. For more information, refer to “Searching for a transaction” on

page 15.
3. Click the transaction to display the detailed view.
4. Click Void Sale.

Sale
Reference Number 1022845013
Date 3/16/2018 9:57 AM

Transaction Information

DBA MW Retail Omaha
User JaneSmith
Authorization Code 0K9999

Batch 0

Result Approved

Figure 22. Void a transaction from the History page

5. Click Void Sale. The Payments Portal displays an approval that it voided the transaction.

Change Tip Amount

Repeat Sale
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5.7 Refunding a sale

Arefund retums all or part of the transaction value to the customer. You can refund a sale only when the transaction is
part of a closed batch. When you refund a sale, the value of the transaction leaves your account the next time you close
the current batch.

_l
I Note: If you do not have an option to refund a sale on the Payments Portal, the sale is part of an open

batch and you must perform a void. You can refund a transaction from the History page.

5.
6.

On the toolbar, click History.
Search for the transaction you want to refund.
Click the transaction to display the detailed view.
Click Refund.
Sale
Reference Number 1021620639
Date 3/15/2018 8:03 AM Repeat Sale

Transaction Information

DBA MW Retail Omaha
User JaneSmith
Authorization Code 0OK9999

Batch 4

Result Approved

Figure 23. Refund in the detailed view

Check the Refund Amount is correct. If it is incorrect, type the correct refund amount.
Click Refund. The Payments Portal confirms the refund was successful.

Payments Portal Getting Started Guide
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5.7.1Voiding a refund

If you accidentally return funds to a customer using a refund, you can cancel the transaction using a void. You can void
arefund using the refund-approval screen, or by using the History page.

To void a refund using the refund-approval screen:

1. Ontherefund approval-screen, click Void Refund.
2. Onthe Transaction Information screen, click Void Refund. The Payments Portal confirms you voided the refund.

To void a refund using the History page:

1. Onthetoolbar, click History.

Click on the refunded transaction you want to void.

Click Void Refund.

Click Void Refund. The Payments Portal confirms you have voided your refund.

> wN
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5.8 Running a pre-authorization

A pre-authorization temporarily holds funds in the customer's account, which you later capture when you finalize the
sale. You can use a pre-authorization to make sure customers pay for the services you provide, for example, at the start
of their hotel stay or when they hire a car.

You should use a pre-authorization if you are a mail order or telephone order merchant that ships physical goods. For
more information, refer to “Considerations for Mail Order or Telephone Order merchants” on page 20.

To run a pre-authorization:

1. Onthetoolbar, click Virtual Terminal.
2. Ontheside menu, click Pre-Authorization.
3. Enterthe Card Information:

"o a0 o

Type the Card Number.

Use the month and year drop down menus to select the Expiration Date.
Typethe CWV.

(Optional) Type the Name on Card.

Type the Street Address.

Type the Postal Code.

4. Typethe Order Information:

h.

a
b
C.
d.
e
f.
g

(Optional) Customer ID.

Invoice Number.

(Optional) Customer's Email

Subtotal Amount.

(Optional) Tax Amount.

(Optional) Tip Amount.

(Optional) Convenience Fee.

(Optional) Notes relating to the pre-authorization for future reference.

5. Click Submit Pre-Authorization. The Payments Portal confirms the pre-authorization.

Note: If you are a Virtual Terminal user and do not have an integrated POS, the Payments Portal does not
display the Tip Amount and Convenience Fee fields.
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5.8.1 Finalizing a pre-authorization
To finalize a pre-authorization:

1. Onthetoolbar, click History.

2. Search for the pre-authorization you want to finalize.
3. Click the transaction to display the detailed view.

4. Click Finalize Sale.

Pre-Authorization

Reference Number 1022862193

Date 3/16/2018 10:23 AM

Transaction Information

DBA MW Retail Omaha
User JaneSmith
Authorization Code OK9999

Batch 0

Result Approved

Figure 24. Finalize a pre-authorization

5. Click Finalize Sale. The Payments Portal confirms you have finalized the sale.

Repeat Sale

Details

Finalize Sale

Running a transaction



5.9 Running a forced sale

If a card transaction requires a referral, you can complete the transaction using a forced sale. You run a forced sale from

the Virtual Terminal, or from the History page.

5.9.1 Running a forced sale from the Virtual Terminal

1. Onthetoolbar, click Virtual Terminal.
2. Ontheside menu, click Forced Sale.
3. Enterthe Card Information:

a. Typethe Authorization Number that the card issuer has provided.
b. Typethe Card Number.
¢. Usethe month and year drop down menus to select the Expiration Date.
d. Typethe CWV.
e. (Optional) Type the Name on Card.
f.  Typethe Street Address.
g. Typethe Postal Code.
4. Typethe Order Information:
a. (Optional) CustomerID
b. Invoice Number
c. (Optional) Customer's Email
d. Subtotal Amount
e. (Optional) Tax Amount
f.  (Optional) Tip Amount
g. (Optional) Convenience Fee
h. (Optional) Notes relating to the forced sale for future reference

5. Click Submit Forced Sale. The Payments Portal confirms the pre-authorization.

Payments Portal Getting Started Guide
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6. Batching

Processing transactions individually is expensive and complicated, and therefore grouping transactions together is
cost-effective. The Payments Portal automatically groups transactions together for processing, this is known as
batching.

We recommend you close your current batch at the end of every day to avoid any higher fees that you mightincur by
batching your transactions later. When you close your current batch, you finalize your transactions for the processor to
transfer the funds to your account.

—
I Note:

«If any of your transactions do not finalize, you should contact our Customer Support Team. For more
information, refer to “Contacting our Customer Support Team” on page 7.

« Some merchants do not need to close their batches due to their processor settings. The Payments Portal
does not display the Batch page for these merchants.

6.1 Viewing your batch history

On the Payments Portal, you can view batches that you have previously uploaded or closed. To view your batches:

1. Onthetoolbar, click Batches.

Use the Period drop-down menu to choose the time frame that your batch was in.
(Optional) Click any batch to see a list of the transactions held in that batch.
(Optional) Click any transaction to:

a. View the detailed information

b. Repeatthesale

¢. Emailor print the receipt

> wn
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6.2 Closing your batch

1. Onthetoolbar, click Virtual Terminal.
2. From the side menu, click Close Current Batch.
3. Click Close Current Batch. The Payments Portal confirms that you have closed the batch.
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7. User Management

You can create Payments Portal user accounts for each of your employees. You assign a user type to each account to
define the features available to that user. The Payments Portal automatically emails an activation link to the user when
you create their account.

7.1 User types

The Payments Portal has four different user types that determine which actions and features are available to the user:

+ Administrative user: Performs all functions including creating and managing other users. This user is typically
the business owner or manager.

+ Power user: Performs card sales, pre-authorizations, voids, refunds, and views reports. This user is typically the
sales supervisor.

+ Terminal user: Performs card sales, pre-authorizations, refunds, and views reports. This user is typically the
sales assistant.

+ Reporting user: Views reports but cannot perform any transactions.

7.2 Adding a new user account

To add a new user account:

1. Onthetoolbar,click Account.
2. From the drop-down menu, click User Management.
3. Ontheside menu, click Add New User.
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Enter the User Information:

a. Typethe User Name.

b. Type the First Name of the user.

c. Typethe Last Nameof theuser.

d. Typethe Email Address of the user.

e. From the drop-down menu, select the user's Time Zone.

another merchant.

Note: The Payments Portal prompts you to enter a different user name if your first attempt is in use by

Select the Administrator Account check box to assign the Administrative user type to the account, or select the

Grant Gateway Access check box, and select one of the following to assign a user type:
- Reporting User
- Terminal User
- Power User

Select the Advanced Reporting tools the user can access:
a. Statements and Reporting

b. PCICompliance Tool

Click Add User.

7.3 Deactivating a user account

To deactivate a user account:

1

2.
3.
4

On the toolbar, click Account.

From the drop-down menu, click User Management.
Click the user's record to open then detailed view.
Click Deactivate the User Account.

7.4 Activating a user account

36

To activate a user account:

1

2.
3.
4

On the toolbar, click Account.

From the drop down menu, click User Management.
Click the user's record to open the detailed view.
Click Activate the User Account.

User Management



7.5 Resetting a user's password

If a user forgets their password, you can send them a password-reset email. To send a password reset email:

1. Onthetoolbar, click Account.

From the drop down menu, click User Management.
Click the user's record to open the detailed view.
Click Send Password Reset.

> wN

7.6 Unlocking a user account

The Payments Portal locks an account when a user does not enter their password correctly six times in a row.

_l
I Note: Payments Portal resets the number of failed log on attempts to zero when the user successfully
enters their password.

To unlock a user account:

1. Onthetoolbar, click Account.

From the drop down menu, click User Management.
Click the user's record to open the detailed view.
Click Unlock the User Account.

> wn
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7.7 Editing a user account
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You can edit the following user account information at any time:
+ Firstname
+ Lastname
+ Emailaddress
« Timezone
 Account status
» Usertype
To edit a user account:

1. Onthetoolbar, click Account.

From the drop down menu, click User Management.

Click the user's record to open the detailed view.

Edit the User Information as needed:

a. FirstName

b. LastName

c. Email address

d. Fromthe drop-down menu, select your Time Zone.

5. Click Deactivate the User Account or Activate the User Account.

> wN

6. Select the Administrator Account check box to assign the Administrative user type to the account, or select the

Grant Gateway Access check box, and select one of the following to assign a user type:
a. Reporting User
b. TerminalUser
c. Power User
7. Select the Advanced Reporting tools the user can access:
a. Statementsand Reporting
b. PCl Compliance Tool
8. Click Update User.

User Management



7.8 Deleting user accounts

Important:

«You cannot recover a user account after you have deleted it.

« You must deactivate a user account before deleting it. When you delete an active user account, you
cannot recover or reuse the user account.

To delete a user account:

1. Onthetoolbar, click Account.

From the drop-down menu, click User Management.

Click the user's record to open the detailed view.

Click Delete User. The Payments Portal prompts "Are you sure you want to delete the account?"
Click Delete User Account.

ok wN
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8. Glossary

Term Definition

Amount Value of the transaction.

Authorization code Reference code assigned by the processor if they approve a
transaction.

AVS response Address Verification Service response

Batch Agroup of transactions. Payments Portal assigns batches a
unique reference number when you close a batch.

Batch file Atext file (:txt) containing multiple transactions.

Batch number

The number that the Payments Portal assigns to a closed batch.

Billing schedule

Interval at which you request payments from the customer's
card.

Card number Credit or debit card number on the front of the customer's card,
orthe gift card number.
Closed batch Batch that has been settled, and funds transferred to your bank

account.

Commercial card

Credit card connected to a business or organization. Also known
as a corporate card.

Company

Name of the company you are adding as a customer for
recurring billing.

Convenience fee

Value you add when the customer is using an alternative
payment method.

Current batch

Payments Portal Getting Started Guide
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Term

Definition

Currently settling

Batch that has not yet been settled, and funds have not been
transferred to your bank account.

CustomerID Customer reference number that you created at the time of the
transaction.
Customer status When the status is active, and a contract added, the customer is

billed as per the billing schedule.

When the status is inactive, any added contracts are not
processed but the customer's information is kept for future use.

CW (Card Verification Value)

Athree-digit code on the signature strip of a credit or debit card.
Also known as a CVC ora CW2.

Department

Customer department in relation to his or her occupation.

Duplicate transactions

Processing the same transaction to occur for the same card
more than once during a 24-hour period.

Expiration date

Month and year that the card expires, and after which the card
can no longer be used for transactions.

Force close batch

Use this function to force the settlement of an open batch. You
should only force close a batch when using the Close Current
Batch fails.

Forced sale Use this function to run a sale that the card issuer initially
declined. You need to contact the card issuer to obtain an
authorization code.

Group Use to view search results that have related transactions
grouped together.

Host reference Unique reference number that the processor assigns to the

transaction.

Invoice number

Invoice reference number you create at the time of the
transaction.

Line-item display

Transactions displayed in an ungrouped format.

Merchant user name Payments Portal user who processed the transaction.
Name on card The customer's name on their credit or debit card.
Payment method Customer's card.

Payment type Type of card used, such as, Mastercard, Visa, or gift.

Pre-authorization

Temporary hold on a specified amount of funds on a customer's
card. Funds are not debited from their account.

Purchase order Purchase order reference that you created at the time of the
transaction when processing a commercial card.
Receipt Print or email summary of a transaction.

Reference number

Unique reference number that the Payments Portal assigns and
displays after you run a transaction.
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Term Definition

Referral When a merchant rings the bank to get an authorization code to
run aforced sale.

Refund Repayment of the transaction amount to the customer. Refunds
are used for settled transactions. Transactions that are not
settled, can be voided.

Register Number of the register that processed the transaction.

Repeat sale Allows you to process a transaction again for the same amount,
from the same customer, and from the same card.

Retry attempts Number of attempts made to request payment from the

customer's card.

Subtotal amount

Value of item or service before tax is added.

Tax amount Value added to item or service cost, based on state tax
requirements.

Tip amount Value of tip that the customer adds.

Title Customer title, for example, Ms., Mr., or Dr.

Transaction result

Whether the transaction was approved or declined.

Transaction type Type of transaction that you can search for, such as, sale, void,
refund.

Ungroup Use to view search results with each individual transaction
displayed.

User Payments Portal user who ran the transaction.

Void Cancel unsettled transactions.
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