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1. Introduction

Our account management tools are part of the Payments Portal. You can view statements, view reports, and manage
your PCl compliance using a single logon.

1.1 Using the Payments Portal to manage your account

Depending on your permissions, you can access the following on the Account menu.
+ User Management: Allows you to create, edit, unlock, and delete user credentials.
+ Merchant Settings: Allows you to add refund and returns policy to your receipts.
+ Statements and Reporting: Opens the Statements and Reporting tool.

+ PCI Compliance Tool: Opens the PCl compliance tool.
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1.2 User types in the Payments Portal

You add permissions to new user accounts, allowing you to define the user’s security role and their Advanced Reporting
settings. You can give users access to the Statements and Reporting tool, the PCl compliance tool, or both.

Administrator

"l ]— Administrator Account
An administrative user can perform any function and has the ability to create and manage other users.

Gateway Security

¥ Grant Gateway Access

The user account has access to the use the Gateway.

® Reporting User
A reporting user can view transaction history reports, but cannot perform any transactions. _[ 2

Terminal User

A terminal user can perform sale and authorization transactions, but cannot view reports.

Power User

A power user can perform sale, authorization, void, and refund transactions, as well as view reports.

Advanced Reportin

Statements and Reporting
3 ]— The user can see statements and reports from the processor.

PCI Compliance Tool

(e}

The user can access the PCI Compliance Tool for the merchant account.

Figure 1. User types in the Payments Portal

1. Selectingthis option provides a user with full access to the Payments Portal, Statements and Reporting tool, and
the PCl compliance tool.

2. You can provide a user access to the Payments Portal by selecting Grant Gateway Access. You can then choose their
security role.

3. You can provide a user access to the Statements and Reporting tool and PCI compliance tool by selecting the
required option.

For more information on how to define a user account’s permissions, refer to: “Adding a user to the Payments Portal”
on page 44.
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1.3 Logging on to the Payments Portal

You can log on to the Payments Portal using any device that has an Internet connection and a web browser. For
example, a PC, laptop, tablet, or a smart phone. Log on using the user name we or your administrator has provided.

1.3.1 Procedure 1: Logging on to the Payments Portal
1. Open your web browser.

In the address bar, type https://tsys.accessaccountdetails.com/sign-in/.
Press Return to open the Merchant Sign-In page.

Type your User Name.

Type your Password.

Click Sign In.

o U~ WwN
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2. Statements and Reporting

The Statements and Reporting tool allows you to view:
+ Reports of your processing data
+ Your monthly statements

» Messages

2.0.0.1 Procedure 2: Opening the Statements and Reporting tool
1. Click Account.

2. Click Statements & Reporting. The Statements and Reporting tool opens in a new window.

2.1 The Overview screen

The Overview screen is the first screen you see when you log on to the Statements and Reporting tool. The Overview
screen provides you with a summary of the card transactions processed through your account. You can view the
following information on the Overview screen:

+ Graphical representation of your gross number of card transactions
+ Monthly summary of your transaction by volume
» Breakdown of your transaction volume by card brand

+ Analysis of your transaction volume

Account Management Support Guide 5




2.1.1 Layout of the Overview screen

Overview

$1,310.00 $0.00

Monthly Volume ExPORT Volume Analysis EXPORT

$1,310.00 3 0 p o | _[3

5000 . so0n
$0.00 0 a ‘a v 0 e
. - o
$0.00 0 Keyed : ml; : mt m(;
$0.00 0

ocr $0.00 0 '4-
$000 0 0.00* 0.00* 0.00* 0.00* L
$0.00 0
$0.00 0

Card Volume EXPORT -
$0.00 ol e ' ' 11
$000 ol eer w0 . B oo .
$OOO 0 OTHER $0.00 0 $0.00 o $0.00 0
$0.00 0 5000 o $131000 5 5000 0
$0.00 0
Figure 2. Overview screen
Label Title Description
1 Gross Sales Total sales. You can switch between Month to Date (MTD) or Year to Date
(YTD).
2 Monthly Volume Breakdown of your monthly sales volumes and transaction count.
3 Volume Analysis Analysis of your monthly and yearly processing, including the following

information:

« Gross sales and the number of transactions

« Number of returns and the percentage of your sales they represent
« Net volume

«Volume and number of chargebacks, and the percentage of your sales
they represent

«Volume and number of retrievals, and the percentage of your sales they
represent

« Number of keyed transactions, and the percentage of your transactions
they represent

Statements and Reporting



Description

Label Title

4 Summary Month-to-Date percentage of your transactions that are keyed, returns,
chargebacks, and retrievals.

5 Card Volume Breakdown of monthly and yearly sales volume and transaction per card
type.

Table 1. Description of the Overview screen

2.2 Exporting reports and summaries

You can export reports and summaries to Excel, CSV, or PDF.

2.2.0.1 Procedure 3: Exporting reports and summaries
1. Placethe pointer on EXPORT.

Volume Analysis

Gross Sales

Transactions

2. Click Excel, CSV, or PDF.

$653,429,765.00 §274835831348

9,408,560 36,753,348

EXPORE

Excel
csv

PDF

Figure 3. Export options
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2.3 Processing Data

The PROCESSING DATA sub-menu provides detailed reports about your account’s activity.

I PROCESSING DATA 'I -

Authorization Log
W Batch History |
Deposit History
Non-Qualifying Transactions
Retrievals/Chargebacks
Returns
Transaction Search

Voids/Rejects/Declines

Figure 4. PROCESSING DATA sub-menu

Reporting function Description

Authorization Log Transaction lists of all your approved sales, including authorization codes.

Batch History Batch information and detailed batch transaction history.

Deposit History Deposit information and detailed deposit history.

Non-Qualifying Transactions List of all your non-qualifying transactions, including reason codes.

Retrievals/Chargebacks Retrieval and chargeback information.

Returns List of all your returned transactions.

Transaction Search Search for transactions by date range, card number (first six, last four, or both first
sixand last four digits), authorization number, or authorization amount.

Voids/Rejects/Declines Transactions that have been voided, declined, or returned at the Point of Sale.

Table 2. Reporting functions

8 Statements and Reporting



2.3.1 Changing date ranges for reports
You can use the FILTER to change the date range of each page’s resullts.

2.3.1.1 Procedure 4: Changing date ranges for reports

1. Click FILTER.

2. Select whether to display Daily results, Monthly results, or results for a Date Range.

3. Enterastart date for Daily or Monthly results, or enter a start and end date for results from a Date Range.

Daly © Monthly ® DateRangs | 05012017 | | 0512512017 |—;m—EStartdate

"o May, 2017 LI

Start date

J

J

M T w T

Date selectiontool

s

w
v

wn

7 8 9 10 11 12 13
14 15 16 17 18 19 20
n 25 wj »s z

28 29 30 321

Figure 5. Date selection tool
4. Click SEARCH.
2.3.2 Changing the number of results per page

You can use the Results per page drop-down menu to change the number of results the Statements and Reporting tool
displays in each results table.

2.3.2.1 Procedure 5: Changing the number of results per page
1. Onaresults table, click the Results per page drop-down menu.

Results per page:J10 -

Figure 6. Results per page drop-down menu

2. Select the number of results you want to display.
Results per page: 10 -

Figure 7. Expanded drop-down menu
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2.3.3 Authorization Log

The Authorization Log shows you a list of authorizations processed on your account, within the date range you select.
The list includes:

+ Settled transactions

Unsettled transactions

« Declines orrefunds - no authorization code is listed

- Forexample, if the customer removes their EMV chip card too early and a transaction was not made, the
transaction is declined. This may look like an authorization with a matching refund.

Note: For information about exporting summaries, see “Exporting reports and summaries” on page 7. For
information about changing the date range of summaries, see “Changing date ranges for reports” on

page9.

10

To open the Authorization Log:

+ On the main menu, place the pointer on PROCESSING DATA, then click Authorization Log.

Authorization Log

EXPORT

051252017

0512312017

5223.40

s40575  $33,718.80

ing page 1 0f9 , Records 1 - 10 0f 83

Figure 8. Authorization Log screen

NO

NO

NO

NO

NO

NO

Field name Description

Report date Authorization date.

Trans date Transaction date.

Transtime Transaction time.

Trans Code Identifies the type of transaction.

Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No

EMV Shows if an EMV card was used for the transaction:

Y- Yes
N-No

Statements and Reporting



Field name

Description

Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
Auth # Authorization number for the transaction.
Auth Amount Final amount authorized for the transaction.
A/D Shows if the transaction was approved or declined:
A-Approved
D - Declined
RC Response code.
AVS Shows if the Address Verification System was used for the transaction.
cw Cardholder Verification Value.
Auth Source Authorization Source.
CustID CustomerID.
MOTO Shows if the transaction was a Mail or Telephone order.

Account Management Support Guide
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2.3.4 Batch History
The Batch History screen shows your:
+ Daily Volume
+ Batch Summary
+ Voided/Rejected Transactions
« Non-Qualified Transactions
To open the Batch History screen:
+ Onthe main menu, place the pointer on PROCESSING DATA, then click Batch History.
2.3.4.1 Daily volume

Shows the total daily volume on your account for the last 30 days. You can use the FILTER to change the period of the
results displayed.

FILTER
Daily Volume Last 30 Days -
Volume by Card Type

$7,000.00

$5,000.00

Keyed vs. Swiped

$3,000.00

o |II l III I II. I
m . | Hm B
26 7 28 29 30 01 02 03 04 05 06 o7 08 09 10 1 12 13 14 15 16 17 18 19 20 21 22 2 24 25 ed m Swiped
Vay e

GRAPH

Figure 9. Daily Volume View
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2.3.4.2 Batch Summary

Shows a summary of your batches, including:

+ The percentage of keyed transactions

+ The average transaction value

« The number of transactions

+ Abreakdown of sales, returns, net value for bank cards, non-bank cards, and total activity

entries. Change the number of results using the Results per page drop-down menu. For more
information, refer to “Procedure 5: Changing the number of results per page” on page 9.

_I Note: If you do not select a time period, the Statements and Reporting tool shows the 10 most recent

FXPORT

Figure 10. Batch Summary fields
Field Name| Description
ReportDate| Settlement date of the batch.
Terminal# | Identifies the terminal that processed the batch.
File Source | Identifies the source of the batch file.
Batch # Unique number for the batch.
% Keyed Percentage of transactions in the batch that you typed manually into the
terminal.
Avg.Trans | Average value of transactions in the batch.
#Trans Total number of transactions in the batch.
BANK CARD
Sales Total dollar amount of bank card transactions in the batch.
Returns Total dollar amount of bank card returns in the batch.
Net Net total value for bank card transactions in the batch.
NON BANK CARD
Sales Total dollar amount of non-bank card transaction in the batch.

Account Management Support Guide
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Field Name

Description

Returns

Total dollar amount of non-bank card returns in the batch.

Net

Net total value for non-bank card transactions in the batch.

TOTAL

Sales

Total dollar amount of transactions in the batch.

Returns

Total dollar amount of all returns in the batch.

Net

Net total value for all transactions in the batch.

Table 4. Description of Batch Summary fields

2.3.4.3 Viewing a detailed breakdown of a Batch Summary

To view a detailed breakdown of a batch:

« Clickthe Batch # of the

batch you want to view.

Batch Summary

052512017 CD028 78613
0512412017 CD02& 78434
0512312017 cD028 78841
05/19/2017 CD028 78221
05182017 CD028 78718
051712017 CD028 78325
05152017 CD028 78545
05/13/2017 CD028 78703
05122017 CD028 78429
05/11/2017 CD028 78568

Page:4 1 2 »

Figure 11. Batch # view
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= BATCH DETAILS

Merchant:

&
@

a5
@

-
B

a5
@

&
k&

&
@

a5
@

-
B

S
s
Sz
S
Sale
S
s
s
Sz
S

a5
@

Page:4 1 2 »

Displaying page 10f 2, Records 1- 10 of 11 Results per page: 10

Batch Details Card Summary

Page:d 1 »

$1.464.50
$544356
$6,908.06

Displaying page 1 0f 1, Records 1 - Resulis per page: 10 hd

Voided/Rejected Transaction

No data found.

Figure 12. Batch Details for the selected Batch number

Field name Description

Trans Date Transaction date.

Trans Time Transaction time.

Trans Code Identifies the type of transaction.

Terminal # Identifies the terminal that processed the batch.

File Source Identifies the source of the batch file.

Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No

EMV Shows if the customer used an EMV card for the transaction:

Account Management Support Guide

Y-Yes
N-No
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Field name Description

Card Type Shows the type of card used by the customer:
MC - Mastercard

VI-Visa

DV - Discover

AE - American Express

JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
Auth # Authorization code for the transaction.
Trans Amount Transaction amount.
Voucher Voucher for the transaction.

Note: A voucher is not a receipt. A signed copy of the voucher does not
protect you from any chargebacks issued.

Table 5. Description of the Batch Details fields
2.3.4.4 Card Summary

Shows a summary of the number and value of transactions you processed, sorted by card brand.
Card Summary -

sale 4 §748.75

sale

sale 21

Visa Retum
Visa Sale 54 $26,143.70
83 $33,718.80

Page: 4 1 b Displaying page 1 of 1, Records.1-5 of 5. Results perpage: 10 v

Figure 13. Card Summary fields

Field name Description

Card Type Card brand

Transaction Code Identifies the type of transaction.

TransCnt. Total number of transactions you processed using this type of card.
Total Total dollar amount you processed using this type of card.

Table 6. Description of Card Summary fields
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2.3.4.5Voided/Rejected Transactions

Shows a summary of voided or rejected transactions.

Voided/Rejected Transactions

No data found,

Figure 14. Voided/Rejected Transactions fields

Field name Description
Report Date Date the transaction was reported.
Batch # Unique number for the batch.
Trans Date Transaction date.
Trans Time Transaction time.
Trans Code Identifies the type of transaction.
Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No
EMV Shows if the customer used an EMV card for the transaction:
Y-Yes
N-No
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Auth # Authorization number for the transaction.
RC Reason Code that identifies why the transaction was voided or rejected.
Trans Amount Transaction amount.

Table 7. Description of Voided/Rejected Transaction fields

Account Management Support Guide
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2.3.4.6 Non-Qualifying Transactions

Shows a summary of all non-qualifying transactions for the selected period.

Non-Qualifying Transactions

2:00:00 AM

0:00 AN

120000 AN
0:00 AM

2:00:00 AM

BSTR3STD 4045010000357 0524

BSTRISTD

REGCDILF

UsVSPSTD

BUSSTDDB

RTLNST

ERFCR

m oo mommo o

USRGEIRF

Figure 15. Non-Qualifying Transactions fields

Field Name Description

Report Date Date the transaction was reported.

Trans Date Transaction date.

Trans Code Identifies the type of transaction.

Trans ID Transaction ID, which is the unique number of the transaction.

Qual Code Qualification Code, which shows the qualification code assigned to the
transaction.

Fee Rate Shows the fee rate applied to the transaction.

Card # Amasked version of the card number used in the transaction.

Auth Date Authorization date of the transaction.

Auth # Authorization number for the transaction.

RC Reason Code, which identifies why the transaction was voided or
rejected.

Auth Amount Dollar amount authorized for the transaction.

Trans Amount Transaction amount

Table 8. Description of Non-Qualifying Transactions fields

Statements and Reporting



2.3.5 Deposit History
The Deposit History screen shows your:
+ Daily Deposits Last 30 days
« Payment Summary
To open the Deposit History:
« Onthe main menu, place the pointer on PROCESSING DATA, then click Deposit History.
2.3.5.1 Daily Deposits Last 30 days

Show the total daily deposits to your account for the last 30 days. You can use the FILTER to change the period of

displayed results.
Daily Deposits Last 30 Days
$9,000.00
$7,000.00
— [ — B I
0 0 0 04 0 o 0 08 0 0 2 3 4 5 6 7 8 9 20 2 2 23 24 25 8 0

Figure 16. Daily Deposits Last 30 Days view

2.3.5.2 Payment Summary
Shows a summary of your deposits, including:

+ Reporting and deposit payment date

+ Routing number

« Number of deposits

+ Dollar amount deposited to your account

+ Number of debits

+ Dollar amount debited from your account

+ Net deposit

Payment Summary
| ]

S S g = ; 77 5 w000 o0

oaramn oarano B— - 1 573 o s saa73

oaran oarrno B— - ; stass10 o 5000 s1138.10

041722017 0411612017 009123 05892 1 $194.25 0 $0.00 $19425

041522017 0411412017 005802 1 $8016.83 0 $0.00 $8016.83

oarsn oarano - 1 7400 o s 7400

oansory oirano - ; s136896 o 5000 5130898

oariny oarono — e 1 sisi73 o s simi7s

8 §16,305.64 0 $0.00 $16,305.64

Page: ¢ 1 » Displaying page 1 of 1, Records 1-8 of 8. Results per page: 10 -

Figure 17. Payment Summary fieldls
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Field name Description

Report Date Date the deposit was reported.

Deposit Date Date the funds were deposited in your account.

Routing # Routing number for the deposited funds.

DDA # Direct Deposit Account Number, which is the account number the funds
were deposited from.

# Deposits Number of deposits.

Deposits Dollar amount of the deposits.

# Debits Number of debits taken from your deposit amount.

Debits Total dollar amount of debits taken from your deposit amount.

Net deposit Total dollar amount of funds deposited in your account.

Table 9. Description of the Payment Summary fields

2.3.5.3 Viewing a detailed breakdown of Payment Details

To view a detailed breakdown of a deposit:

+ Clickthe Report Date of the deposit you want to view.

[= PAYMENT DETAILS

Merchant:

0412512017

Payment Summary

0472572017 041242017
041192017 04182017
04/1812017
04/1712017
04H52017

0411422017

04132017

041112017

Page:4 1 b

Figure 18. Payment Summary Report Date

0472412017 Deposit to Checking 9123 091000010000050 $3,775.00

$3,775.00

Displaying page 1 of 1, Records 1 -1 of 1 Results per page: 10 -

Figure 19. Payment Details for the selected Reporting Date
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Field name Description

Report Date Date the deposit was reported.

Deposit Date Date the funds were deposited in your account.

Trans Code Identifies the type of transaction.

Trans Type Identifies the type of transaction.

Routing # Routing number for the deposited funds.

DDA # Direct Deposit Account Number, which is the account number the funds
were deposited from.

Trace # Deposit Trace Number.

Deposit Amount Total dollar amount of funds deposited into your account.

Table 10. Description of the Payment Details fieldls

Account Management Support Guide
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2.3.6 Non- Qualifying Transactions
The Non-Qualifying Transactions screen shows a summary of all non-qualifying transactions for the selected period.
To open the Non-Qualifying Transactions screen:

+ On the main menu, place the pointer on PROCESSING DATA, then click Non-Qualifying Transactions.

Non-Qualifying Transactions e

m oo mommo o

052
0512
0sp:
0000 4
052
052

Figure 20. Non-Qualifying Transaction fields

Field name Description

Report Date Date the transaction was reported.

Trans Date Transaction date.

Trans Code Identifies the type of transaction.

TransID Transaction ID, which is the unique number of the transaction.

Qual Code Qualification Code, which shows the qualification code assigned to the
transaction.

Fee Rate Shows the fee rate applied to the transaction.

Card # Amasked version of the card number used in the transaction.

Auth Date Authorization date of the transaction.

Auth # Authorization number for the transaction.

RC Reason Code, which identifies why the transaction was voided or
rejected.

Auth Amount Dollar amount authorized for the transaction.

Trans Amount Transaction amount.

Table 11. Description of Non-Qualifying Transactions fieldls

Statements and Reporting



2.3.6.1 Viewing the card history for a customer’s card

You can view the history of a customer’s card, including:

+ Card History

+ Authorization History

+ Chargeback History

+ Retrieval History

To view a detailed breakdown of a customer’s card:

« Clickthe Card # of the card you want to view.
Non-Qualifying Transactions

041292017 412712017 12:00:00 AM Sale 467117644445363 F BUSSTDDB 40340500000 9357
042922017 412712017 12:00:00 AM Sale 387117446886020 D BSTR1SDT
042922017 412712017 12:00:00 AM Sale 387117642482760 F RGBSSTDB
042922017 412712017 12:00:00 AM Sale 467117660277338 F BUSSTDDB
0412022017 412712017 12:00:00 AM Sale 387117640251412 F BSTR4STD
0412022017 412712017 12:00:00 AM Sale u EKEYENT
041292017 412712017 12:00:00 AM Sale F CPRATE1B
04282017 4/26/2017 12:00:00 AM Sale 587116608960593 D USVSPSTD
041262017 4/26/2017 12:00:00 AM Sale 387116509186973 D BSTR1SDT
041282017 412612017 12:00:00 AM Sale 467116645641580 D USVSPSTD 42708 2xxx00x( 008
Figure 21. Non-Qualifying Transaction Card #
2.3.6.2 Card History
Card #: 403405xxxxx9357
Card History
[ ]
Figure 22. Card history view for a customer’s card
Field name Description
Report Date Date the card was reported.
Merchant # Merchant ID.
Batch # Unique number for the batch.
Trans Date Transaction date.
Trans Code Identifies the type of transaction.
Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No
EMV Shows if an EMV card was used for the transaction:

Y- Yes
N-No

Account Management Support Guide

23



Field name Description

Card Type Shows the type of card used by the customer:
MC - Mastercard

VI-Visa

DV - Discover

AE - American Express

Jc-JCcB

DC-Diner

DB - PIN Debit

Auth # Authorization number for the transaction.

Trans Amount Dollar amount of the transaction.

Forced Trans Forced Transaction, which shows if the transaction was a forced sale:
Y- Yes
N-No

Foreign Card Shows if a non-American card was used for the transaction:
Y-Yes
N-No

Table 12. Description of the Card History fields

2.3.6.3 Authorization History

Authorization History sz

0510472017 051022017 Retum N v (514325 A

0412922017 042712017 sale Y vi 032985 514325 A NO 01 5
»
$0.00 50.00

Page: ¢ 1 ) Displaying page 10f 1, Records 1-20f2 Resulis perpage: 10

Figure 23. Authorization history view for a customer’s card

Field name Description

Report Date Date the authorization was reported.

Merchant # Merchant ID.

Merchant Name Merchant’s business name.

Trans Date Transaction date.

Trans Time Transaction time.

Trans Code Identifies the type of transaction.

Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No

EMV Shows if an EMV card was used for the transaction:
Y-Yes
N-No
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Field name

Description

Card Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Exp Date Card expiration date.
Auth # Authorization number for the transaction.
Auth Amount Final amount authorized for the transaction.
Trans Amount Dollar amount of the transaction.
A/D Shows if the transaction was approved or declined:
Y- Yes
N-No
RC Response code.
AVS Shows if the Address Verification System was used for the transaction.
cw Cardholder Verification Value
Auth Source Authorization Source.
CustID CustomerID.
MOTO Shows if a Mail or Telephone order.

Account Management Support Guide

Table 13. Description of the Authorization History fields
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2.3.6.4 Chargeback History
Chargeback History

No data found,

Figure 24. Chargeback history view for a customer’s card

Field name Description

Report Date Date the chargeback was reported.

Merchant # Merchant ID.

Merchant Name Merchant’s business name.

Trans Date Transaction date.

Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover

AE - American Express

JC-JCB
DC-Diner
DB - PIN Debit
RC# Reason Code, which identifies why the chargeback occurred.
Reference # Reference number.
Represented CB amount Represented chargeback amount.
1st CB Amount. First chargeback amount.

Table 14. Description of the Chargeback History fields
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2.3.6.5 Retrieval History

Retrieval History

No data found.

Figure 25. Retrieval history view for a customer’s card

Field name Description
Report Date Date the retrieval was reported.
Merchant # Merchant ID.
Merchant Name Merchant’s business name.
Trans Date Transaction date.
Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Trans Amount Dollar amount of the transaction.
RC# Reason Code, which identifies why the retrieval occurred.
Reference # Reference number.

Table 15. Description of the Retrieval History fields

Account Management Support Guide
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2.3.7 Retrievals/Chargebacks
The Retrievals/Chargebacks screen shows a summary of all retrievals and chargebacks for the selected period.
To open the Retrievals/Chargebacks screen:

+ On the main menu, place the pointer on PROCESSING DATA, and then click Retrievals/Chargebacks.
2.3.7.1 What s a retrieval?

Aretrieval, or a retrieval request, is when a bank asks you to send information about a transaction that a customer
disputes. You must provide information to confirm that the transaction took place, such as a receipt.

Aretrieval request does not cost you anything, however, not responding to the request leads to a chargeback.

Important: You must keep receipts, not just for tax purposes, but also to use as evidence in dispute cases.

+ You have up to 12 days to provide a valid and legible copy of the transaction receipt or related documents that
prove the transaction happened.

+ Valid documents that prove a transaction happened include:
- Receipt
- Salesinvoice
- Rentalcontract
+ The document must contain the following information:
- Cardholder’s name
- Card number
- Transaction date
- Transaction amount
- Transaction or authorization number
- Merchant’s name and location

- Cardholder’s signature, if available
2.3.7.2 Whatis a chargeback?

A chargeback is when a customer or issuing bank disputes one of your transactions. For example, if a customer has a
transaction they do not recognize they can contact their bank to dispute the transaction. When the issuing bank issues
achargeback, the transaction amount is deducted from your account while it investigates the chargeback.

« Iftheissuing bank agrees that the complaint is valid, they refund the transaction amount to the cardholder.

+ Iftheissuing bank rejects the complaint, the merchant does not have to issue a refund.

Important: If you want to dispute a chargeback, you must follow the instructions on the chargeback
notification. We cannot formally dispute a chargeback on your behalf, even if the cause is a technical
issue.

28
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2.3.7.3 Retrieval Detail

** Hold the mouse over RC to view details. **

Retrieval Detail

FILTER

Retrievals vs. Chargebacks

Retrisvals |

GRAPH

EXPORT

0441112017 0373012017 0373012017 040912017 Vi

Page: ¢ 1 )

21710001072 23 PHOTO

Displaying page 1 of 1, Records 1-10f 1

Figure 26. Retrieval Details screen

470,00
$470.00

Results perpage: 10 v

Field name Description
Report Date Date the retrieval was reported.
Trans Date Transaction date.
Date Received Date the retrieval is received.
Due Date Date the retrieval is due.
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
Reference # Reference number.
RC Reason Code, identifies why the retrieval occurred.
Request Type Type of evidence requested.
Trans Amount Transaction amount.

Table 16. Description of the Retrieval Details fields

Account Management Support Guide
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2.3.7.4 Chargeback Detail

Chargeback Detail

'No data found.

Figure 27. Chargeback Details view

Field name Description
Report Date Date the chargeback was reported.
Trans Date Transaction date
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover
AE - American Express
JC-JCB
DC-Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
CBType Reference number.
CB Type Description Chargeback type.
RC Reason Code, which identifies the why the chargeback occurred.
Reason Text The reason for the chargeback.
Disposition The current status of the chargeback.
Reference Number Reference number.
CB Sequence Number Chargeback sequence number.
CBAmount Dollar amount of the chargeback.
1st CB Amount Dollar amount of the first chargeback.
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Table 17. Description of the Chargeback Details fields
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2.3.8 Retrievals
The Retrievals screen shows a summary of the retrievals for the selected period.
To open the Retrievals screen:

+ On the main menu, place the pointer on PROCESSING DATA, then Retrievals/Chargebacks, and then click
Retrievals.

* Hol

Retrieval Detail

03302017 03802017 0482017

4124510145783370

21710001072 2 PHOTO $470.00

s470.00

Figure 28. Retrievals screen

Field name Description
Report Date Date the retrieval was reported.
Trans Date Transaction date.
Date Received Date the retrieval is received.
Due Date Date the retrieval is due.
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
Reference # Reference number.
RC Reason Code, which identifies why the retrieval occurred.
Request Type Type of evidence requested.
Trans Amount Transaction amount.

Table 18. Description of the Retrieval Details fields

Account Management Support Guide
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2.3.9 Chargebacks
The Chargebacks screen shows a summary of the chargebacks for the selected period.
To open the Chargebacks screen:

+ On the main menu, place the pointer on PROCESSING DATA, then Retrievals/Chargebacks, and then click
Chargebacks.

Hold the mouse over RC to view details

Chargeback Detail

Figure 29. Chargebacks screen

Field name Description
Report Date Date the chargeback was reported.
Trans Date Transaction date.
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Exp Date Card expiration date.
CBType Reference number.
CB Type Description Chargeback type.
RC Reason Code, identifies why the chargeback occurred.
Reason Text The reason for the chargeback.
Disposition Current status of the chargeback.
Reference Number Reference number.
CB Sequence Number Chargeback sequence number.
CBAmount Dollar amount of the chargeback.
1st CB Amount Dollar amount of the first chargeback.

Table 19. Description of the Chargeback Details fields
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2.3.10 Returns

The Returns screen shows a summary of non-verified and verified returns for the selected period.

To open the Returns screen:

+ Onthe main menu, place the pointer on PROCESSING DATA, and then click Returns.

2.3.10.1 Whatis a return?

Areturn is when a customer wants to return goods, or cancel a service or subscription that they bought from you. The
Statements and Reporting tool shows non-verified and verified returns.

2.3.10.2 Non-verified returns

Non-Verified Returns

Matched Returns

No data found.

Figure 30. Non-Verified Returns screen

Field name Description
Report Date Date the return was reported.
Terminal # Identifies the terminal that processed the return.
Batch # Unique number for the batch.
Trans Date Transaction date.
Trans Time Transaction time.
Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # A masked version of the card number used in the transaction.
Exp Date Card expiration date.
Trans Amount Transaction amount.
Verify Click to verify the return.

Account Management Support Guide
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2.3.10.3 Verified Returns

Verified Returns

34

(5342.75)

Figure 31. Verified Returns view

FULL

FULL

Field name Description
Report Date Date the return was reported.
Terminal # Identifies the terminal that processed the return.
Batch # Unique number for the batch.
Trans Date Transaction date.
Trans Time Transaction time.
Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI -Visa
DV - Discover
AE - American Express
JC-JCB
DC - Diner
DB - PIN Debit
Card # A masked version of the card number used in the transaction.
Exp Date Card expiration date.
Trans Amount Transaction amount.
Matched Identifies if the return is matched.

Table 21. Description of the Verified Returns fields
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2.3.11 Transaction Search

The Transaction Search screen allows you to search for a transaction by date range, card number (first six, last four, or
both first six and last four digits), authorization number, or amount.

To open the Transaction Search screen:

+ Onthe main menu, place the pointer on PROCESSING DATA, then click Transaction Search.

Monthly @ DateRange 05/01/2017 05/29/2017

rrrrrr

Transaction Search

Figure 32. Transaction Search screen

Label Title Description

1 FILTER Use to search for a transaction by date range, card number (first
six, last four, or both first six and last four digits), authorization
number, or amount.

2 Search Results Shows search results for chosen period or transaction information.

Table 22. Description of the Transaction Search screen

2.3.11.1 Procedure 6: Searching for a transaction
1. Select whether to use Daily, Monthly, or Date Range results.

Daily Monthly @® Date Range 05/01/2017 05/29/2017

Equal To -

SEARCH

Figure 33. Transaction search options

2. Typeadatein MM-DD-YYYY format, or use the calendar tool to specify the start and end dates.
3. Enterthe search criteria:

- (Optional) Type the first six digits of the card number.

- (Mandatory) Type the last four digits of the card number.

OR

- Enter the Authorization Number.

OR

- Select the Transaction Amount:
- Using the drop-down menu, select Equal To, Between, Greater Than, Less Than, or +/- $5.00.
- Typethe dollarvalue in the field.

4. Click SEARCH.
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2.3.12 Voids/Rejects/Declines
The Voids/Rejects/Declines screen provides a summary of all voids, rejects, and declines for the selected period.
To open the Voids/Rejects/Declines screen:

+ On the main menu, place the pointer on PROCESSING DATA, and then click Voids/Rejects/Declines.

Voids/Rejects/Declines

0 567000

0 $67000

CALLME $72000

Pageid 12345 . » Displaying page 10f6 ,Records 1 - 10 o 52. Resulisperpage 10~

Figure 34. Voids/Rejects/Declines screen

Field name Description
Report date Date the void, reject, or decline was reported.
Trans Date Transaction date.
Trans Time Transaction time.
Trans Code Identifies the type of transaction.
Batch # Unique number for the batch.
Keyed Shows if you manually typed the transaction into the terminal:
Y-Yes
N-No
Card Type Shows the type of card used by the customer:
MC - Mastercard
VI-Visa
DV - Discover

AE - American Express

JC-JCB
DC - Diner
DB - PIN Debit
Card # Amasked version of the card number used in the transaction.
Auth # Authorization number for the transaction.
RC Reason Code, which identifies why the transaction was voided, rejected,
ordeclined.
Trans Amount Transaction amount.

Table 23. Description of the Voids/Rejects/Declines fields
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2.4 Statements

You can view, print, and export your monthly account statements using the Statements screen.
2.4.1 Viewing statements
To open the Statements screen:

On the main menu, click STATEMENTS.

Statements

Figure 35. Statements screen

2.4.1.1 Procedure 7: Viewing a statement
1. Usingthe drop-down menu, select the Report Date.
2. Click VIEW STATEMENT.

2.4.2 Exporting a Statement
To open the Statements screen:

+ Onthe main menu, click STATEMENTS.

Statements

Figure 36. Statements screen

2.4.2.1 Procedure 8: Printing a statement

1. Usingthe drop-down menu, select the Report Date.
2. Click VIEW STATEMENT.

3. Click =.

2.4.2.2 Procedure 9: Exporting a statement

1. Usingthe drop-down menu, select the Report Date.

2. Click View Statement. -
3. Toexportto Excel, click Ig, or to export to Adobe PDF, click —.
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2.5 Messages

The Statements and Reporting tool allows you to receive messages about your account.

2.5.1 Viewing messages

To open My Messages:

+ On the main menu, place the pointer on MESSAGES, then click My Messages.

Message - My Message
My Messages

Field name

Figure 37. My Messages screen

Description

Date/Time

Date and time the message was received.

Posted By

User who posted the message.

Message Text

38

Content of the message.

Table 24. Description of the My Messages fieldls
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3. PClI Compliance Tool

The PCl Compliance tool allows you to:
+ Complete a PCl compliance questionnaire
+ View your compliance status
+ View additional resources providing more information on the PCl compliance process

3.0.0.1 Procedure 10: Opening the PCl Compliance tool
1. Click Account.

2. Click PCI Compliance Tool. The PCI Compliance tool opens in a new window.

3.1 PCl Overview screen

The PCl Overview screen is the first screen you see when you log on to the PClI Compliance tool. The PCI Overview
screen provides you with a summary of your PCl compliance status, questionnaire status, actions required on your
account, and helpful resources that give more information on PCl and compliance requirements.

Note: The PCI Compliance tool shows a welcome screen when you log on for the first time. The welcome
screen prompts you to start your compliance questionnaire. After starting your compliance
questionnaire, the PCl Compliance tool shows the PCI Overview screen when you next log on.
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3.2 Layout of the PCI Overview screen

I T — I_[1
OMPLIANCE STATUS: NON-COMPLIANT

CONTINUE
ANCE DATE

OVERALLPC

2]_ QUESTIONNAIRE STATUS:

HELPFUL RESOURCES

Figure 38. PCI Overview screen

Label Title Description

1 Menu The menu has the following options:
« SUMMARY: Opens the PCI Overview screen.
+ QUESTIONNAIRE: Opens the questionnaire completion wizard

+ SCANS: Opens the Scanning tool in a new window, which allows you to
run internal scans on your systems.

+ REPORTS: Shows reporting information on your PCl compliance.

+ RESOURCES: Opens the Resource Library containing useful
information on the PCl compliance process.

2 Status Window Shows PCI compliance status, questionnaire status, and actions
required for compliance.

3 Helpful Resources Provides quick access to resource materials containing useful
information on the PCl compliance process.

Table 25. Description of the PCl Overview screen
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3.3 Completing your PCI compliance questionnaire

Use the PCI Compliance tool to complete your PCl compliance questionnaire.
3.3.1 Verifying your merchant information
The first step in completing your PCI compliance questionnaire is verifying your merchant information, including:

+ Merchant Information: Verify or complete your corporate name, DBAs, contact name, title, telephone number,
email address, and business address.

+ Type of Merchant Business: Select all the check boxes that apply to your business. If your business type is not
shown, select the Others check box and type your business type in the field.

+ Relationships: Confirm your business relationships by selecting YES or NO for each of the relationships
questions.

+ Processing solution: Select all the categories that apply to your business, and select YES or NO to confirm if
your business electronically stores any sensitive cardholder data.

_I Note: Depending on the processing solution you select, you may need to provide additional information.
Answer all additional questions.

3.3.1.1 Questionnaire selection

The PCl Compliance tool uses the information you type when verifying your merchant information to select the
questionnaire type you should complete. Alternatively, you can manually select the questionnaire to answer.

3.3.1.2 Completing the questionnaire

You should answer all questions in the questionnaire. You can view questions individually or view all of a section’s
questions at the same time.

3.3.1.3 Additional requirements

Depending on the questionnaire you need to complete, you may have additional requirements, such as a network scan
to complete.

3.3.1.4 Review and sign

Once you complete your questionnaire and additional requirements, you must review and sign your submission.

Account Management Support Guide 41



42

PCI Compliance Tool



4. User Management

You can create user accounts for the Payments Portal for each of your employees. You assign a security role to each
account to define the features available to the user. Additionally, you can enable Advanced Reporting, allowing that
user to access the Statements and Reporting tool, PCl Compliance tool, or both.

Note: The Payments Portal automatically emails an activation link to the user when you create their
account.

4.1 Types of Payments Portal security roles

You can assign one of four different security roles to user accounts for the Payments Portal. These roles determine what
actions and features are available for a user. The following roles are available:

Administrative user: Can perform all functions as well as create and manage other users. The administrative
user is typically used by the business owner or manager.

Power user: Can perform card sales, pre-authorizations, voids, refunds, and they also view reports. The power
user is typically used by sales supervisors.

Terminal user: Can perform card sales, pre-authorizations, and view reports. The terminal user is typically used
by sales assistants.

+ Reporting user: Can view transaction history reports, but cannot perform any transactions.
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4.2 Adding a user to the Payments Portal

You can create user accounts giving your employees access to the Payments Portal, Advanced Reporting, or both.

4.2.0.1 Procedure 11: Adding a user

1

2.
3.
4

Click Account.
Click User Management.
Click Add New User.
Type the following User Information:
a. User Name
. First Name
c. LastName
d. Email Address
e. Fromthe drop-down menu, select your Time Zone.

I Note: A user name can be used only once. The Payments Portal prompts you to type a different user name

if your first attempt is in use by another merchant.

Select the required Administration and Gateway Security settings:

+ Select the Administrator Account check box to give the user full access to the Payments Portal, Statements and
Reporting, and the PCI Compliance tool.

+ Select the Grant Gateway Access check box if you want the user to have access to the Payments Portal. You can
define their level of access using the option buttons.

Select the required Advanced Reporting settings:

+ Select the Statements and Reporting check box to give the user access to the Statements and Reporting tool.
+ Select the PCI Compliance Tool check box to give the user access to the PCI Compliance tool.

Click Add User.

User Management



4.3 Deactivating a user account

Deactivated user accounts remain in the list of users. An employee can no longer access their user account if you
deactivateit.

Important: You must deactivate a user account before deleting it. When you delete an active user
account, the user name cannot be reused or recovered.

Procedure 12: Deactivating a user account
1. Click Account.

2. Click User Management.

3. Click the user entry to open detailed view.

4. Click Deactivate the User Account.

4.3.0.1 Procedure 13: Activating a user account
1. Click Account.

2. Click User Management.

3. Click the userentry to open detailed view.

4. Click Activate the User Account.

Account Management Support Guide

45



4.4 Resetting a user’s password

46

If a user forgets their password, you can send them a password reset email.

4.4.0.1 Procedure 14: Resetting a user’s password

1

2.
3.
4

Click Account.

Click User Management.

Click the user entry to open a detailed view.
Click Send Password Reset.

User Management



4.5 Unlocking a user account

The Payments Portallocks a user’s account when they fail to type their password correctly six times in a row.

_I Note: When a user successfully types their user name and password, the Payments Portal resets the
number of failed log on attempts to zero.

4.5.0.1 Procedure 15: Unlocking a user account
1. Click Account.

Click User Management.

Click the user entry to open detailed view.

Click Unlock the User Account.

> wn
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4.6 Editing user accounts

48

You can edit the following user account information at any time:

+ FirstName

» LastName

+ Email Address
« TimeZone

+ Security Role

+ Advanced Reporting

4.6.0.1 Procedure 16: Editing a user account

1

2.
3.
4

Click Account.

Click User Management.

Click the user entry to open the detailed view.
Edit the following User Information as required:

+ First Name

« LastName

+ EmailAddress

+ From the drop-down menu, select your Time Zone

Click Deactivate the User Account or Activate the User Account as required.
Select the required Administration and Gateway Security settings:

+ Select the Administrator Account check box to give the user full access to the Payments Portal, Statements and
Reporting, and the PCl Compliance tool.

+ Select the Grant Gateway Access check box if you want the user to have access to the Payments Portal. You can
define their level of access using the option buttons.

Select the required Advanced Reporting settings:

+ Select the Statements and Reporting check box to give the user access to the Statements and Reporting tool.
+ Select the PCI Compliance Tool check box to give the user access to the PCI Compliance tool.

Click Update User.

User Management



4.7 Deleting user accounts

You cannot recover a user account after you delete it.

Important: You must deactivate a user account before deleting it. When you delete an active user
account, the user name cannot be reused or recovered. For more information on deactivating a user
account, refer to “Deactivating a user account” on page 45.

4.7.0.1 Procedure 17: Deleting user accounts

1. Click Account.

Click User Management.

Click the user entry to open a detailed view.

Click Delete User. The Payments Portal prompts “Are you sure you want to delete the account?”
Click Delete User Account.

o ke
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5. Merchant Settings

You can use the Merchant Settings menu to create your own refund and return policy, which the Payments Portal
displays on your receipts. Your refund and return policy can be up to 700 character long, and you can change it at any
time.

5.0.0.1 Procedure 18: Entering a refund and return policy

1

ok wnN

Click Account.

Click Merchant Settings.

Type your refund and return policy in the text field.

Click Preview Receipt to view a preview of your refund and return policy on a receipt.
Click Update Policy to save your entry or changes.
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